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V/v canh bao phuong thirc tin cong khai
thac hé thong mai cua nhdm tin tac
Shadow Brokers

Kinh gtri: Trudng cac phong, tram, trai, bd phan thudc Chi cuc

Céan cir Coéng vin sb 978/SNN-VP ngay 16/5/2017 ctia S& Nong nghiép va
PTNT v/v canh bao phuong thurc tan cong khai thac hé théng méi cua nhom tin tic
Shadow Brokers,

Pé dam bao cong tac an toan, an ninh thong tin trong hoat dong cua don vi, Chi
cuc Trong trot va Bao vé thuc vat yéu cau Trudng cac phong, tram, trai, by phén tr ién
khai phé bién, ting cudng cong tac bao dam an toan thong tin dbi voi may vi tinh va
céc trang thiét bi dién tir khac c6 két ndi internet thuoc pham vi quan ly nhu sau:

1. Phong ngira, han ché t6i da kha ning bi nhiém ma doc:

- Cai dat, cdp nhét thuong xuyén ban m&i nhit cho hé diéu hanh, phan mém
chong ma doc nhu Kapersky, Bkav,..

- Chii ¥ canh gidc véi céc tép tin dinh kém, cac duong lién két an duoc gt dén
trong thu dién tr ngudi dung (ké ca nguoi g tir ndi bo); khong mo nhiing tép tin
dinh kém la, kha nghi trong qua trinh truy cép internet.

2. Thuong xuyén su dung cac 6 dia cung gan ngoai, 6 dia USB dé sao luu, luu
trit cac dit liéu quan trong trong maéy Vi tinh, thiét bi dién tir khac. Sau khi sao luu
xong dua ra cét giit riéng va khong két ndi vao internet.

Yéu cau Trudng cac phong, tram, trai, bo phén tr ién khai thuc hién. Trong qua
trinh trién khai thuc hién, neu co kho khan vudng mac, lién h¢ d/c Nguyen Quéc Diing
- Quan tri website Chi cuc, sé DPTDD: 0987603343, dé dugc huéng dan, xu ly./.

Noi nh{in:%

- S§ NN&PTNT (blc);

- Lanh dao Chi cuc;

- Nhu trén (thuce hién);

- B/c Nguyén Quéc Diing;
- Luu: VT, HCTH(6b).
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khai thac h¢ théng moi cua nhc’)rr’l 6 A 161
tin tic Shadow Brokers

DE Neay: I A6 15[

WKH gN | Kinh gii: Chig phong, chi cuc, don vi truc thude S6.
CHA N H e SRR o 7Y T

Trién khai Céng van sb 315/STTTT-CNTT ngay 09/5/2017 ctia S¢ Théng tin
va Truyén thong vé viéc canh bao phuong thire tAn cong khai thac hé thdng moi
ctia nhém tin tic Shadow Brokers. S& Néng nghiép va Phat trién néng thonde
nghi Thi truéng céc pnoug, <ki cuc, o vi trye thude SO phé bién, tang cuong
cong tac bao dam an toan thong tin nhu sau:

1. Phong ngira, han ché tdi da kha ning bi nhiém ma doc:

_ Cai dt va thudng xuyén cip nhét phién ban méi nhat cho hé diéu hanh,
phin mém chdng ma ddc nhu Kapersky, Symantec, Avast, AVG, MSE, Bkav,
CMC,...

- Chii y canh giac véi céc tap tin dinh keém, cac duong lién két &n dugc gui
dén trong thu dién tir nguoi dung (ké ca nguoi gui tir ndi bd); khong moé nhitng
tap tin dinh kém la, kha nghi trong qué trinh truy cp internet.

2. Thyc hién sao luu dit liéu: Thuong xuyén sir dung cac 6 dia luu trit nhu 6
cimg gén ngoai, 6 dia USB dé luu trir cac dit liéu quan trong trong may tinh. Sau
khi sao luu xong dua ra ct giit riéng va khong két ndi vao internet.

Pé dam bao cong tac an toan, an ninh thong tin trong hoat dong cua co

quan, dé nghi Truéng cac phong, Thi truong cac chi cuc, don vi truc thude So
khan truong, nghiém tuc, phd bién trién khai thuc hién.

Trong qua trinh trién khai thyc hién, néu c6 kho khin, vuéng mic, xin lién
hé Van phong S¢, s6 dién thoai: 05003.949.676 hodc 0983.434312 gap d/c Anh
Tuyét dé duoc hudng dan, xu 1y./.
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1’ \ ‘v canh bao phuong thie tin cong khai thac
| hé thong méi cua nhom tin tic Shadow
/ Brokers

Kinh sztr::

- Van phong Tinh uy;

- Van phong Doan DBQH va HBND tinh;
- Vian phong UBND tinh;

- Cac S0, ban, nganh va doan thé cua tinh:
,,,,,,,, - UBND cic huyén, Thi xd, Thanh phé.

g’JLdV 24742017, Trurg tim Ung ctu kh&n cdp may tinh Viét Nam - B¢
ruyén théng ¢é cong vin s0 123/VNCERT-DPUC vé viéc
phmm7 thirc tin cong khai thac hé thonc mo1 cua nhom tin tic Shadow Brokers
(chi tiét cong van dwopc dang tai rai dia chi www st daklak.gov.vn, muc Van

ban Quan Iy/Van ban COPH/CNTT).

Dé bao dam cdng tac an toan. an ninh thong tin trong hogt dong tng dung
cong nghé thong tin ¢ua cic co quan nha nude trén dia ban tinh, So T hong tin va
Truyén thong Pk Lik dé nghi thu truong cde co quan, don vi chi dao trién khai
ndi dung van ban dénstoan theé can bd cong chure. vién uhua thude co quan, don
vi minh nhiam phong chéng sur tin cong gdy 16 lot, danh cip thong tin cua ny guol
dung.

CHICYC TRONG TROT VBV T BAK LAK

Dé nghi Vin phong Tinh Gy trién khai van ban nay dén cic co quan, don
vi trong khéi Pang.

Trong qua trinh thyc hién, mu ¢é vudng mac xin lién hé: Phong Cong
nghé thong tin, S& Théng tin va Truvén thong: dia chi: 08 Ly Thai T4, Tp. Buén
Ma Thuét; PT: 0300.3557888: Email: phongentieetiit.daklak.gov.vn./.

Noi nhin: - KT. GIAM {)QC
PH O GIAM DbOC

- Nhu trén;
- GO, cae PGD:
-Luu VT ONTT.
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