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Dlik Llik, ngay ~ thang 05 nam 2017

Kinh giri: TIU6ng cac phong, tram, trai, b(>phan thuoc Chi cue

Can cir Cong van s6 978/SNN-VP ngay 16/5/2017 cua Sa Nang nghiep va
PTNT vlv canh bao phuong thirc t~n cong khai thac h~ thong moi cua nh6m tin tac
Shadow Brokers,

DS dam bao cong tac an toan, an ninh thong tin trong hoat dong cua dan vi, Chi
cue Tr6ng trot va Bao v~ thuc V?tyeu c~u Truong cac phong, tram, trai, b(>phan trien
khai ph<3bien, tang cuong cong tac bao dam an toan thong tin d6i voi may vi tinh va
cac trang thiet bi dien tir khac c6 ket n6i internet thuoc pham vi quan 1ynhu sau:

1. Phong ngua, h~n chS t6i da kha nang bi nhi~m rna d(>c:
- Cai d~t, c~p nh?t thuemg xuyen ban mai nh~t cho h~ diSu hanh, ph~n m~m

ch6ng l.liad(>cnhu Kapersky, Bkav, ... ;
- Chli Ycanh giac vai cac t?P tin dinh kern, cac duemg lien kSt ~n duQ'cgui dSn

trong thu di~n ill nguai dung (kS ca nguai gui tu nQi bQ); khong rna nhung t~p tin
dinh kern l~, kha nghi trong qua trinh truy c~p internet.

2. Thuemg xuyen su dVng cac <3ilia cung g~n ngoai, <3ilia USB d~ sao 1uu, luu
tn! cac du li~u quan trQng trong may vi tinh, thiSt bi di~n tu khac. Sau khi sao luu
xong dua ra c~t giu rieng va khong kSt n6i vao internet.

Yeu c~u Truang cac phong, tr~m, tr~i, b(>ph~n tri~n khai th\fc hi~n. Trong qua
trinh triSn khai thlJc hi~n, nSu c6 kh6 khan vuang l11~C, lien h~ d/c Nguy~n Qu6c Dung
- Quan tri website Chi cvc, s6 DTDD: 0987603343, dS duQ'chuang d~n, xu 1Y./·

NO'inh~n:d-
- SaNN&POO(b/c);
- Ulnh d:;toChj Ct,lC;

- Nhu tren (th1,fchi~n);
- D/c Nguy~n Qu6c Dung;
- Luu: VT, HCTH(6b).

Le Van Thanh
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tin t~c Shadow Broker." ,A Jb J "-I ADEN N~ay:c7./." . .tv.. .a.
"~I\ Chuy~n: .

II fJA • Kinh gtri: C' itIDWJ1~~f:i.~~l?:~?:~~~rue thuoc se.

TriSn khai Cong van s6 31S/STTTT -CNTT ngay 09/5/2017 cua SO'Thong tin
va Truyen thong v@viec canh bao phirong tlnrc tin cong khai thac h~ thong moi
cua nhom tin tac Shadow Brokers. SO'Nong nghiep va Phat trien nong th6n'--dS
nghi Thu tnrong cac phoug chi C1;lC, den vi true thuoc Sa ph6 bien, tang cuong
cong tac bao dam an toan thong tin nhu sau:

1. Phong ngira, han chS t6i da kha nang bj nhiSrn rna dQc:

_ Cai d?t va thuong xuyen c~p nh~t phien ban rnoi 11hit cho h~ diSu hanh,
ph~n m~m ch6ng ma dQc nhu Kapersky, SYl11antec, Avast, AVG, MSE, Bkav,
CMC, ...

- Chu y canh giac voi cac t~p tin dinh kel11,cac duang lien kSt dn duqc gui
dSn trong thu di~n tu nguai dung (kS ca nguai giri tir nQi bQ); khong ma nhling
t~p tin dinh kel11l~, kha nghi trong qua trinh truy c~p internet.

2. Th\l'c hi~n sao luu dfr li~u: Thuang xuyen su d\illg cac 6 dia luu tru nhu 6
Clrng g~n ngoai, 6 dia USB dS luu tru cac dii li~u quan tl"{;mgtrong may tinh. Sau
khi sao luu xong aua ra e~t gifr rieng va khong kSt n6i vao internet.

£)S dam bao cong tac an toan, an ninh thong tin trong hOC;ltdQng cua ca
quan, d~ nghi TruOng cac phong, Thli truOng cac chi C\lC,dan vi tn,rc thuQc S6
khAn truong, nghiem tuc, ph6 biSn triSn khai thlJc hi~n.

Trong qua trinh triSn khai th\fC hi~n, nSu co kh6 khan, vuang m~c, xin lien
h~ Van phong SO', s6 ai~n thoC;li:05003.949.676 ho?c 0983.434312 g?P die Anh
TuySt as dUQ'chuang d~n, xu 1Y.l.

NO'i nlt~n: Y-
o Nhu tren;
- Liinh d{iO Sa;
o Chanh Van Phong;
o Luu: VT, VP (TlOb).
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So: .,Ii .1,5..3 ' . ' ....

l\EKN=r'" J}:.
1J Chuyen: .

, sCIst:Jg~y. 24/4/20 n, Trung tarn ng ciru khan cap may tfnh. Viet Nan~ - B{)
~ I::> . ruyen thong C(.) Gong van so 123/VNCERT-DPVC ve viec

phuong tlurc tAn cong khai thZ1C h~ thong moi cua nhorn tin tac Shadow Brokers
(chi tiJt cong van duoc dang tai tai diet chi lV¥I'W. stttt. daklak. go v vn, muc Van
ban Quan l-y/Vc'in ban CDDl-[iC';VTl).

D§ bao darn cong tac an toan, an ninh thong tin trong hO~1tdong irng dung
cong nghe thong tin cua cac co (juan nha nuoc tren dia ban tinh, SO'Thong tin va
Truyen thong Bitk L~k d~ nghj thu tnr6ng eLlc co quan. dOll Vl chi (t~lO trien khai
n9i dung van b<.lo (t€:n.to~H1th0 cAn be) cong CilLfC, vien ChLfC thu(,)c CCJ quan, clan
vi minh nh~m ph6ng ch6ng s~r tdn eong gay I{) Iqt, danh cfip thdng tin ella ngLr<ii
dllng.

D§ ngh~ Van phong Tfnh L'l)' tri~n khai van b1n n'l)' (.1'6n de cO"quan, dun
\it troner kh0l Bano.• t:;; - - , b

- Van phong Tinh uy;
- Van phong DOaH DBQH va HDND tinh;
- Van phong UBND unh;
- Cac SCY, ban, naanh V21 doan the cua tinh;. - ,
- UBND de huyen, Thi xa, Thanh pho.

Trong qwi trinh th~1"chi~n, I1~U c6 IllH)'ng mile xin lien h¢: Ph6ng C6ng
ngh~ th()ng tin. S6 Thong tin Vel Truy~n thong; dia chI: 03 L}' Th::ii T6, Tp. BU()l1
tvla Thll~)t; DT: 0500.3557838; Em,ail: phong<;J}~~~l')tULf@15Iat:go\,vnj.
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